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Introduction

y day, 21-year-old Jack Teixeira was a Massachusetts Air National Guard Mem-
ber working on IT issues at Otis Air National Guard Base (Lamothe and Harris
2023). By night, he was the moderator of a racist, misogynistic, antisemitic
Discord server threatening mass violence against marginalized communities
and law enforcement officials (Harris and Oakford 2023). Notably, these two lives
were not completely separate; on base, Teixeira’s colleagues feared that he was show-
ing signs of becoming a mass shooter (Lamothe and Harris 2023). However, when the
airman was finally arrested it was for another form of insider threat: classified leaks.

1 Beginning in February 2022 and continuing until his arrest in April of 2023, Teixeira would leak hundreds of classified
documents onto two Discord servers, amounting to one of the largest intelligence breaches in decades (Harris and
Oakford 2023). Although Teixeira leaked documents that interested him - such as classified information about the
Ukraine/Russia war, he also took requests from anonymous individuals within the server. For over a year Teixeira evaded
detection despite numerous warning signs; on at least three separate occasions Teixeira’s supervisors saw him looking at
classified materials outside the scope of his position (Harris and Oakford 2023) and his colleagues repeatedly raised the
alarm about disturbing behavior and fetishization of violence. Ultimately, however, the leaks were only discovered after
another individual re-posted the materials which led to their spread across the internet
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This particular form of espionage may have been
surprising to Teixeira’s colleagues who witnessed
his violent and erratic behaviors, however, indica-
tors available in Teixeira’s online life warned of this
threat. Although not tracked by the U.S. military,
servicemembers’ online lives paint an intimate pic-
ture of their psyches. If an external actor is able to
gain access to insiders’ online lives this could ren-
der U.S. servicemembers and the U.S. military vul-
nerable to manipulation. In today’s world access
to this kind of data is unfortunately not a matter
of “if” but “when” as commercial data brokers are
already working to aggregate individuals’ online
rhetoric and offline behaviors to make inferences
about their personalities, mental health, and ideo-
logical alignment, for targeting as consumers.

While existing literature examines the factors
correlated with the perpetration of insider threat
(Allen et al. 2023; Herbig 2017; Greitzer and Ho-
himer 2011; T. J. Thompson 2018; 2014; Shaw and
Sellers 2015; Lenzenweger and Shaw 2022; Bed-
ford and Van Der Laan 2021, Hugl 2010; Wilder
2017), it does not discuss how the newest element
of technological innovation - mass commercial
data collection - can be leveraged by actors seek-
ing to undermine U.S. national security interests.?
The current paper seeks to fill this gap asking: is
it possible to use commercially available data to
cultivate potential insider threats?

To understand the potential for using commer-
cially available data in this manner, we develop a
framework of “insider threat” correlates and motiva-
tions based on the available empirical literature. We
then search the commercially available data for po-
tential proxy variables that measure these factors.

2 Of note, a recent study by Duke examined the issue of commercial data collection and the U.S. military specifically;
however, their findings were limited both in number of brokers and breadth of audience segments discussed (Sherman
et al. 2023). We build on their important findings. Our analysis is essential as audience segments not originally scoped
for U.S. military personnel may be cross-referenced or geo-located to military spaces allowing for a much wider range of

“military” data available.
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For this project, the commercial data utilized comes from a dataset aggregated by
Microsoft’s ad platform, Xandr, that was exposed during a recent investigation by the
Markup. This comprehensive dataset contains 650,000 “audience segments” across 93
different data brokers highlighting the depth and breadth of commercial data collection
activities (Keegan and Eastwood 2023).3

From our analysis we found that it is indeed possible to use commercially available
audience segments to cultivate a list of individuals with the predispositions, recent life
stressors, and insider access* making them vulnerable to engaging in acts against their
organization. In other words, our findings suggest that available commercial data can
be weaponized by external actors to sow discord within the U.S. armed forces and to
cultivate a list of insiders with the predispositions and life stressors making them vul-
nerable to engaging in actions against their organizations. Importantly, nefarious out-
siders in this instance are not limited to state actors or those with extensive funding.
Rather, the cheap nature of this data (Sherman et al. 2023)° allows for nearly anyone
with a credit-card - located across the globe - to weaponize this intimate knowledge
about our nation’s insiders.

Literature Review

Due to the immense risk posed by individuals with insider access turning against
their organization, multiple studies have aimed to proactively identify those likely
to engage in insider threat. This includes in-depth literature reviews highlighting the
traits common to insider threats, empirical studies, analysis of specific cases, and even
modelling® (Allen et al. 2023; Lenzenweger and Shaw 2022; Bedford and Van Der Laan
2021; Whitty 2021; Shaw and Sellers 2015; Philip Legg et al. 2013; Greitzer and Hohimer
2011D). While the literature focuses on different aspects of this problem, there is wide
agreement that behavioral and psychosocial indicators are essential to understanding
who might engage in acts against their organization. Importantly, this body of litera-
ture is written with the idea in mind that organizations have access to these variables
in order to model threat within their workers; however, in this paper we seek to under-
stand if the same datapoints could be captured within the available commercial data
and instrumentalized by external actors with mal intent.

3 See previuos note .

4 Numerous audience segments are available that both directly and through proxies identify individuals in the U.S. armed
forces and working in the government.

5 A recent study by Duke researchers (2023) found that individually identifiable information on U.S. servicemembers and
their families could be purchased for as little as $0.12 a record. At higher quantities of servicemembers the cost dropped
to $0.01 per individual (Sherman et al. 2023).

6 Various researchers have worked to model potential insider threats using the datapoints discussed above (see: Allen
et al. 2023 for a review). For organizations, managers often have access not only to technical details such as what an
employee does online but their behavioral indicators as well when brought to the attention of HR departments. One
such model used interviews with HR professionals to pinpoint various indicators that one may engage in insider threat
behavior. These behaviors are joined with network monitoring to create an algorithm that may identify potential threats..
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Who Engages in Insider Threat?
Psychological Factors/Psychosocial Factors

The first category implicated in insider threat participation is psychological and so-
cial factors. Based on extensive empirical research, psychological factors such as the
“big 5,” e.g. agreeableness, conscientiousness, neuroticism, and “dark triad traits,” i.e.
narcissism, psychopathy, and Machiavellianism, are key to understanding those with
the potential to engage in insider threat. Specific characteristics have also been im-
plicated in these activities including anger, frustration, social isolation, entitlement,
and lack of empathy (Allen et al. 2023; Shaw and Sellers 2015; Greitzer and Hohimer
2011; Hugl 2010). Of note, while all of these traits have been named in the literature,
some may be more influential than others; Greitzer and Hohimer (2011) for instance
proposed a weighting scheme in their model with items like disgruntlement and anger
management weighing more heavily than items like absenteeism in predicting the po-
tential for insider threat (Greitzer and Hohimer 2011, 32). On the psychosocial end, ad-
diction and mental health disorders have also been associated with the perpetration
of insider threat; however, it’s essential not to stigmatize individuals for merely having
a disorder. Rather, mental illness may be one data point that in conjunction with other
data points highlights the need for further examination of an individual.

While many of the available studies speak of “insider threats” broadly, Allen et al.
(2023) divide the group categorically into espionage/mass leaking, counterproductive
work behaviors, and workplace violence. This delineation is especially useful as it al-
lows for the discussion of psychological and psychosocial correlates both overall and
in relation to specific threat types. Spies overall tend to be narcissistic, thrill seeking,
grandiose, and desire both power and control (Allen et al. 2023; T. J. Thompson 2014;
Wilder 2017). However, Allen et al. (2023) expose a slight demarcation between those
who engage in traditional forms of espionage (e.g. Robert Hanssen) and mass leak-
ing (e.g. Edward Snowden). While both tend to display narcissistic traits, the former
also tends towards psychopathy and immaturity while the latter displays a grandiose
need for recognition, belief that they are performing a “greater good”, personal convic-
tions, and disgruntlement (Allen et al. 2023, 21; T. J. Thompson 2018; Herbig 2017; T. J.
Thompson 2014; Wilder 2017). In terms of workplace violence - such as the attack on
Ft. Hood by Nidal Hasan, research specifies the role of a narcissistic injury (White 2021).

Regarding counterproductive work behaviors, dark triad traits are also implicated
(Ellen et al. 2021; O’Boyle et al. 2012) as are the “big 5” attributes such as low agree-
ableness, low conscientiousness, and low emotional intelligence (Bowling et al. 2017;
Ellen et al. 2021; Zhou, Meier, and Spector 2014). Lastly, high levels of aggression are
also correlated with perpetration of counterproductive work behaviors (Gali¢ and
Ruzojci¢ 2017; Kranefeld and Blickle 2022; Runge et al. 2020).
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If an external actor is able to gain access to insiders’ online lives this could
render U.S. servicemembers and the U.S. military vulnerable to manipulation

Finally, we turn to workplace violence. As workplace violence is a type of insider
threat, it shares potential indicators with other forms including espionage. These indi-
cators include aggression, feelings of injustice, perceived wrongdoing of organization,
social isolation, financial issues, and grievances (Department of Homeland Security
2019). However, workplace violence has additional indicators relevant to the perpe-
tration of mass violence more generally that may differ from other forms of insider
threat. These could include access to and skill with weapons, substance abuse, suicid-
ality/depression, homicidal fantasies, and specific preattack planning and preparation
(Vinas-Racionero, Scalora, and Cawood 2021; Cybersecurity and Infrastructure Se-
curity Agency (CISA) 2020; Occupational Safety and Health Administration (OSHA)
2016). Of note, individuals like Teixeira demonstrate the interrelated nature of different
forms of insider threat; although Teixeria maintained weapons and threatened vio-
lence he ended up betraying his service through mass classified leaks. Indicators such
as narcissism and grievance against the government highlighted Teixeira’s vulnerabili-
ty to engaging in acts against the government broadly even if they didn’t point to the
specific type of threat.

In sum, all variations of insider threat tend to correlate with some form of dark triad
trait (especially narcissism), elements of the big 5 personality inventory, and aggres-
sion. However, predispositions alone do not lead to engagement with insider threat
behaviors; rather, these behaviors may intersect with underlying grievances and spe-
cific triggering events culminating in acts against one’s organization. Below, we dis-
cuss this important interaction.

Stressors: Who Engages in Insider Threats?

Within every segment of the insider threat paradigm, underlying grievances and re-
cent life stressors are highlighted. That is, it is not predispositions alone that make an
individual engage in acts against their organization but predispositions in conjunction
with life stressors. Stressors can include work-related issues - such as a poor person/
organization fit, a “moral qualm” with one’s organization, recent demotions or bad
performance reviews (Hugl 2010, 96). Stressors could also be in one’s personal life
such as a recent divorce or high debt (Shaw and Sellers 2015). These “critical trigger-
ing events” interact with grievance and personal predispositions to raise the likelihood
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of an individual’s decision to turn against their organization (Shaw and Sellers 2015;
Wilder 2017; Herbig 2017; Allen et al. 2023).

Of note, the U.S. military recognizes the role that life stressors play in the potential
to engage in insider threat. To combat this, the Office of the Director of National In-
telligence has initiated a process of continuous evaluation in which public records are
constantly scanned to proactively identify potential stressors including arrest reports,
credit scores, bankruptcies, and divorce (Marks 2014).”

Motivations: Who Engages in Insider Threat?

In addition to predispositions and stressors individuals must have a motivation for en-
gaging in insider threat behaviors. For individuals who ultimately decide to act against
their organization, motivations can be categorized in three ways: economic, ideologi-
cal, and disgruntlement/revenge (Allen et al. 2023, 21). However, these categories are
not mutually exclusive; rather individuals are often driven by multiple impulses. Robert
Hanssen, for instance, claimed that he was driven to spy for Moscow based on finan-
cial incentives; however, he also “burned with resentment that he did not receive the
respect and assignments he felt he deserved” (Baker 2023). Mass leakers, on the other
hand, the newest form of insider threat - and the one most quickly growing - tend to
be driven by notions of “fairness” or “what’s right.” They enjoy playing the expert and
see themselves as helping (Allen et al. 2023, 21). This is an especially interesting find-
ing and supports earlier research that many insiders are not approached by external
actors but rather are driven to volunteer their services (lrvin and Charney 2014). New
technology then may act to facilitate this underlying impulse as opposed to the num-
ber of individuals wishing to engage in this behavior actually increasing.

7 This is intended to be a supplement to security clearance investigations which occur every 5-10 years
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Of note, although neither financial nor ideological motivations are generally the sole
motivating factor for involvement in insider threat actions (T. J. Thompson 2014; Allen
et al. 2023, 22), finding proxies for both financial stress (e.g. large debts, bankruptcies,
or gambling) and ideological positions (including moral qualms with organization)
(T. J. Thompson 2018) in the commercial data would be useful to identify potentially
vulnerable insiders. In the case of ideology for insider threat in the military, this could
include proxies for trust in government, alignment with certain ideological positions
(e.g. LGBTQ+ rights), or political alignment (especially if this is in opposition to the
party in power).®

The last category of motivation revolves around disgruntlement/revenge against one’s
organization. This could take a multitude of forms including: viewing work as illegitimate
or above one’s pay grade, job insecurity, perception of poor person/organization fit,
perceived injustices at work, unfair pay, or “psychological contract breaches” (Zhao et
al. 2022; Berry, Ones, and Sackett 2007; Liao et al. 2021; Mackey et al. 2017; Allen et al.
2023). Some of these work-related grievances — such as poor person/organization fit —
may also be elucidated through the ideological proxies discussed above.

As a final note, although the literature on insider threat pulls from different fields,
including cyber security, information sciences, and behavioral sciences, different or-
ganization types (e.g. private sector vs military) and utilizes different methodologies,
there is general agreement in the variables of interest for detecting potential insider
threats. To detect potential threats one must look at individuals’ predispositions - in-
cluding psychological and psychosocial factors - stressful life events, and issues with
the organization itself such as perceived ethical alignment (Hugl 2010, 94; Shaw and
Sellers 2015; Greitzer and Hohimer 2011). It is these traits that we will focus on in the
current study and aim to identify in the commercially available data.

As discussed, the key question for the current study is, would it be possible for an
external actor to use commercially available data to cultivate a list of individuals with
insider access who may be more likely to turn against their organization? The avail-
able literature paves the way for this process, allowing one to create a “framework” for
insider threat perpetration and determining which variables one would look for in the
data itself. However, before discussing the creation of this framework and its applica-
tion, it is worthwhile to highlight the recent research on commercially available data
more broadly.

Commercially Available Data

Recent research has implicated commercially available data in a variety of destructive

8 In terms of violent insiders, although ideological extremism may be present, radical beliefs are not sufficient for engage-
ment with violence (e.g. Asal, Schulzke, and Pate 2014; McCauley and Moskalenko 2017). However, radical beliefs may
shape the form the violence takes place in - such as the target choice (Allen et al. 2023).
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outcomes for individuals. This includes reports of data brokers selling data of elder-
ly people and those who are believed to be in cognitive decline so that they can be
targeted with fraudulent content (Simmons and Sherman 2022) as well as a report
by the Cyber Policy Program at Duke University revealing that data brokers advertise
their lists of veterans and U.S. military personnel (Sherman 2021). Finally, research has
pointed to numerous real-world implications of commercial data collection includ-
ing people being denied medication (Szalavitz 2021), rejected for rental applications
and home loans (Johnson 2023), or facing increasing barriers to government services
(Donnan and Bass 2022).

In terms of military operations specifically, researchers at the Army Cyber Institute
have recently begun digging into the commercial surveillance landscape in efforts
to better understand what is revealed through commercial data collection. Investiga-
tive reports like those published at the Intercept, show detailed location identification
through companies like Anomaly Six that can identify where specific individuals regu-
larly visit and live (Biddle and Poulson 2022). Others, show how easy it is to dig deep
into the data of millions of cell phones and identify a single military user or reveal nu-
clear secrets through online flashcard apps (S. A. Thompson and Warzel 2019; Postma
2021). Further reporting revealed the location of forward operating bases in remote
areas through fitness apps like Strava (Hsu 2018). Finally, the battlefield in Ukraine is
also revealing just how dangerous commercial devices are on the battlefield. The Rus-
sian military allegedly banned smartphone use by its soldiers back in 2019 (Nechepu-
renko 2019). This is an important development as Ukrainian forces are using social me-
dia posts to locate and attack Russian military and paramilitary forces (Burgess 2022).

While the above emphasizes the damage that commercial data collection can cause,
it is worth discussing a few key points about data brokers themselves to better con-
textualize risk for the current study. The first point is the low-cost nature of this highly
sensitive personally identifiable data. The Duke study, referenced above, showcased
not only the ease of acquiring mass amounts of personally identifiable information but
its cost-efficiency (Sherman et al. 2023). Posing as buyers from both the U.S. and Asia
they were able to purchase bulk sensitive data on U.S. servicemembers and their fam-
ilies including health data, financial data, marital status, political affiliation, religious
affiliation, children in home and interest in gambling for as little as $0.12 a record
(Sherman et al. 2023, 29, 33, 37).° Further, the researchers were able to make these
purchases without any verification of their identity.® This means that individuals with

9 The authors note that the cost per service member they were quoted ranged from $0.12 to $0.32 depending on how
many records were being purchased at a time and the selection of variables. However, in greater numbers the per indi-
vidual rate can drop to $0.01. Persistent location information was also available although the team did not purchase this.

10 Of note, verification practices varied by broker. However, for the ones that did verify buyer’s identity, the process
appeared to be about ensuring payment as opposed to risks posed by the sale (Sherman et al. 2023, 26). Further, one
broker said that they required identity verification, but relented if the purchase was made by wire as opposed to credit
card (Sherman et al. 2023, 26).
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nefarious intentions, including foreign adversaries, or violent extremist groups, can
easily purchase large quantities of personal information related to U.S. servicemem-
bers and their families for blackmail, manipulation, or, as highlighted in the current
study, to develop their own “insiders.”

Additionally, even if brokers refuse certain entities - like foreign adversaries - the
ability to purchase bulk sensitive data, the data itself is often perilously easy to hack
or intercept. Recent high profile data hacks, such as Equifax and Marriott have demon-
strated both this possibility as well as the interest (Del Valle 2024; Liptak 2018; Warren
2018). Further, researchers have showcased how a skilled individual could intercept
sensitive information while it is being transmitted to data brokers from the apps that
collect it. A report from the Consumer Council of Norway (2020) found that even the
most sensitive information, like GPS coordinates, was being transmitted to data bro-
kers from the apps in which it is collected on unencrypted connections, posing a seri-
ous security threat (Forbrukerradet 2020, 103). That is, not only are apps selling (and
sharing) users’ sensitive data to brokers who aggregate and resell it, but the manner
in which they 1) store this information™ and 2) transmit it is so insecure that external
actors can easily intercept the personal information.”?

In the next section we lay out the research design for the current study, building on
previous literature on commercial data collection as well as insider threat broadly, by
mapping the potential for commercial data to be used to detect and exploit insider
threats. We begin with a discussion of The Markup’s investigation, followed by an anal-
ysis of the commercially available audience segments.™

Predispositions alone do not lead to engagement with insider threat behaviors;

rather, these behaviors may intersect with underlying grievances and specific
triggering events culminating in acts against one’s organization.

11 Dating apps in particular are a wealth of personal information including: persistent location, sexual orientation, religious
affiliation, political ties, and drug use which have consistently been shown to lack appropriate data protections. Not only
is the data sold to third parties but Tinder, Bumble, OkCupid, Grindr, and Facebook dating have all reported breaches
(Rizvi and Fern 2021). In 2018, Grindr’s data was breached exposing incredibly sensitive personal data including HIV
status and GPS data - even if the user had proactively opted out of sharing the latter information (lkeda 2020). While
Grindr claimed to have solved the issue a follow-up report in 2019 found that this was not the case (lkeda 2020).

12 Cybersecurity experts have also demonstrated the ease with which an external actor could pinpoint an individual’s
precise location by using trileration attacks on apps such as Tinder and Grindr. While Tinder reportedly fixed this error,
Grindr was still vulnerable in follow-ups in 2016, 2018, and 2019 (Koch 2024; Ikeda 2020)

13 See https:/themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-
we-found-650000-ways-advertisers-label-you for the Markup’s investigation
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Research Design

The purpose of the current study is to understand the depth and breadth of com-
mercially available data being captured on individuals with insider access. Due to the
wide-ranging nature of this data we focus on the key question: does data exist that
would allow a nefarious outsider to identify individuals with classified access who may
have the predispositions, recent life stressors, and motivation to engage in actions
against their organization?

In June of 2023, researchers from The Markup uncovered a spreadsheet labelled “Data
Marketplace - Buyer Overview” on the website of Microsoft’s ad platform Xandr (for-
merly owned by AT&T). This database contained over 650,000 audience segments®
across 93 data brokers and illustrates the troves of personal data being collected on
individuals (Keegan and Eastwood 2023). For the current study, we analyzed the
contents of this database with respect to identifying potential insider threats. The
top 10 data brokers within the Xandr database are listed in Table 1.

Within the database, audience seg-
Table 1. Top 10 Data Brokers
ments ranged from the mundane to

. . Data Provider Name n
the mortifying. Advertisers could target -
. Audiences by Oracle (BlueKai, Datalogix, AddThis) 132645
based on demographics such as loca-
. . . LiveRamp Data Store 82363
tion, relationship status, and age/sex as
. . Grapeshot 73569
well as more sensitive topics such as the . .
. . ., . . Nielsen Marketing Cloud 65610
investigation’s titular “heavy buyers of
., . Eyeota 53526
pregnancy tests.” Additionally, adver-
. . Factual Inc (Foursquare, location data) 29208
tisers could target lists of consumers
. . Oracle Customs (1%, BlueKai, Datalogix, AddThis) 26288
based on psychological profiles such as
. . . .. Adsquare (Data Provider 15246
the big 5 personality traits, reactivity to quare )
. . . Dstillery 12630
stress, and thrill-seeking behaviors as
Skydeo, Inc. 11972

well as those working in the U.S. military , _
. . *Note, data brokers are not synonymous with data providers.
or government. This data will prove key For instance, Experian is a very large data provider, however it is
X i i i i i sold through brokers such as Oracle Customs and KBM Group.
to identifying potential insider threats.

While consumers may have a vague notion as to the possibilities of data collection
- phones’ location data providing a timeline of places travelled, purchases made on
credit cards aggregated, most are likely unaware of the scale of this collection, the
ways in which it becomes tied together, or the ability of companies to use various
pieces of information to create algorithms that make inferences about individuals in-
cluding psychological profiling of personality traits.

14 An audience segment can be understood as a grouping of individuals for the purpose of targeted advertisement. Some
of these segments are familiar and seemingly benign, e.g. individuals between 18 and 29, while others highlight the inti-
mate details being collected on individuals. These could include individuals with specific mental health diagnoses, those
who have insomnia due to chronic pain, and those who are caregivers for children.
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Data and Methods

For the current study we wanted to understand the potential for misuse of the Xandr
dataset by a nefarious actor. The research is guided by the question:

Can commercially available data be used to cultivate a list of potential insider
threats for targeting?

To investigate this possibility, we analyzed the dataset looking for the predisposi-
tions, life stressors, and motivations for engaging in insider threat behavior based on
our literature review. When these factors are crossed with audience segments denoting
individuals working for the U.S. military or government®™ this can create a list of poten-
tially vulnerable individuals with insider access. While the available literature focuses
on modeling potential insider threats for organizational security, we posit that these
same characteristics can be used to reverse engineer a list of individuals with insider
access who may be most vulnerable to engaging in actions against their organization.
Thus, we were interested in whether the data could be used to identify relevant:

1. Predispositions (e.g. psychological and psychosocial)
2. Life Stressors (e.g. divorce, financial stress)

3. Motivations (e.g. financial, ideological, work related)

15 Numerous audience segments are available that both directly and through proxies identify individuals in the U.S. armed
forces and working in the government.

WEST POINT PRESS | SUMMER 2024 | 71



Searching the Dataset

We began by developing a list of variables relevant to each of the above categories
based on the literature review. For the psychological variables, for example, we creat-
ed a list that included items such as “narcissism,” “psychopathy,” “thrill seeking,” “con-
scientiousness,” and “agreeableness.” While some variables, such as “thrill seeking”
had explicit audience segments in the dataset, others, such as narcissism, did not. We
therefore expanded our search in two ways: word-based searches looking for syn-
onyms that captured the same concept and broker-wide pulls on data brokers that
were identified to capture other traits of interest.

In other words, we performed word-based searches of the Xandr dataset for 1)
exact wording corresponding to specific variables implicated in the literature review,

e.g. “narcissism” and 2) synonyms/
related concepts to the identified bbbkt

. “ X » Category from | Sub-Category Exemplar Variables
variables, e.g. “self-involved”. We from Literature | Sought from Database

then pulled all audience segments

) ] Predispositions  Personality e Dark Triad
belonging to brokers that were iden- *Big 5
. S . . «Other Traits of Interest
tified as trafficking in any of the in- 6. anger thrill Seeking
sider threat variables based on the Psychosocial Traits ~ * Substance Abuse
initial word searches. Chiemtal iR
) . ) ) Demographics ¢ Gun Ownership
In thls Wa){’ for each variable |mpI|- Stressors Family * Marriage/Divorce
cated in the literature, we searched for: « Pregnancy
¢ Terminal Illness
1. an explicitly named audience *Recent Death
e Frequent Moving
segment,
Work *Low Job Satisfaction
2.an implicitly named audience *Moral Qualm with
. . ) ) organization
S.egment (i.e. named in an intui- Motivations Financial ¢ Loans
tive way that the researchers pro- *Debt
. * Bankruptcy
actively searched for), and o s Gl
. . * Gamblin,
3.an audience segment covering the =
. . s . Ideological e Immigration
concept named in an idiosyncratic «LGBTO+
way that did not appear in word- 'ébortion
* Guns
based searches but was sold by « Conspiracy
i~lei H e Trust in Institutions
the same data broker trafficking in (modla, banks, gov,
other segments of interest. social media)
* Political Alignment
Table 2 outlines the key variables Disgruntlement/ e+ Disengaged Worker
i ; _ Revenge Against ¢ Overqualified Worker
we sotht n OUI.’ analy5|s ahd_ re Organization * Low Job Satisfaction
lates them to the literature on insider «Ideological Misalignment
. with Organization
threat perpetration. (e.g. moral qualm)
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For a small sum of money, external actors can purchase this dataset,

allowing them to target thousands of potential insider threats.

Ultimately, we developed an “insider threat framework” modeled off of the literature
that seeks to proactively identify individuals who may engage in actions against their
organization. The framework contains predispositions, stressors, and motivations for
engaging in insider threat implicated in the empirical research.

Results

Our results show that the available commercial data can be used to identify individ-
uals with insider access who may be more vulnerable to engaging in actions against
their organizations. In fact, a// of the data points from the Insider Threat framework in
Table 2 are available for purchase from various data brokers. Below, we highlight key
examples of available data by insider threat category; Table 3 in the appendix lists
exemplar data points for each framework item.

Predispositions: Personality

As noted in the literature review, personality factors are a key correlate for willing-
ness to engage in insider threat. From the available variables one could attain rough
psychological profiles of current and former military members, cultivating lists of
those with relevant (i.e., correlated with insider threat perpetration) traits. This has the
potential to be a remarkably powerful - and low cost - way to target those with clas-
sified access who may be most likely to turn against their organization.

For example, the big 5 attributes, such as agreeableness (low), neuroticism (high),
openness (low) and conscientiousness (low) are heavily implicated in the research on
insider threat. All of these audience segments are available for purchase and can be
cross-referenced with military members leading to a cohort of individuals with per-
sonality vulnerabilities and insider access.

VisualDNA Personality - US - Agreeableness - Lone Wolves
VisualDNA Personality - Personality - Agreeableness - Disinterested

VisualDNA Personality - US - Neuroticism - Trapped
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Elements of the “dark triad” (i.e. narcissism, psychopathy, and Machiavellianism)
are also linked to insider threat. Although these traits are not searchable within the
commercial data directly, available audience segments (such as those listed below)
can serve as proxies.

VisualDNA Mobile & App > Personality > UK > Agreeableness > Self Focused
VisualDNA Personality - Personality - Agreeableness - Control Seekers

Eyeota - US Experian - Psychographic / Attitudes - Self Concept
- Dominating / Authoritarian

Eyeota - FI NDR - Insight360 - Values360 - 2 Self-centered and passive

Additionally, proxy variables can be found for anger/rage, poor stress tolerance, en-
gagement with risky behavior/thrill seekers, and those with untapped grievances.

VisualDNA Personality - US - Neuroticism - Stress Reactors
VisualDNA > Personality > US > State of Mind > Frustrated

Eyeota - US Experian - Psychographic / Attitudes - Personal Views
- Social Isolation

Eyeota - AU RDA Research - Consumer Profiles - Demo - General Attitudes
- | generally get a raw deal out of life

Branded Data > Audigent > Programmatic Audio > Interest and Affinity
> Thrill Seekers (BlueKai)

It is worth noting that just because individuals have this collection of traits, that does
not mean that they will engage in insider threat behavior. As such, these categoriza-
tions should not be used to penalize individuals who are otherwise performing their
duties. However, an adversary with access to a list of these individuals and malign in-
tent could potentially cultivate insiders willing to turn against their organization.

Psychosocial Traits and Demographics

In addition to the psychological traits highlighted above, audience segments also
illustrate individuals with demographics and psychosocial aspects that may increase
their vulnerability to engaging in insider threat. Substance abuse has been implicated
repeatedly in cases where individuals act against their organization, particularly with
workplace violence. In addition, access to weapons is a key factor for individuals who
go on to commit violence against their organization (Department of Homeland Secu-
rity 2019). Exemplar segments are listed below.

Neustar AdAdvisor > AdAdvisor Political Audiences > Outlook > Gun Owners

Clickagy > Health > Addictions > Drugs
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Skydeo > ConditionGraph > Health & Wellness > Lifestyle Indicators
> Alcohol: Drink & Drive

Further, the data allows targeting of individuals with specific mental health diagno-
ses, such as PTSD, Anxiety, Depression, and Bipolar disorder. In addition, it highlights
individuals who have been prescribed medication to treat these mental illnesses. It’s
important to note that mental health diagnoses in and of themselves do not indicate
an increased propensity to engage in insider threat. It is thus important not to malign
individuals with any mental health diagnosis or treatment. However, certain mental
illnesses (such as those listed below) have been correlated with insider threat in the
presence of additional factors. Additionally, if individuals use telemedicine or have
their medications delivered by mail (both available audience segments) this could
potentially open them up for tampering by malign actors.

Disease Propensity by Type > Anxiety Diagnosis (Adstra)

Eyeota - US Kantar - Health and Wellness - Conditions and Treatments
- Post Traumatic Stress Disorder or Ptsd

Kantar > US > Custom > Use Any Rx Treatment for Depression
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Stressors

After accounting for psychological and psychosocial predispositions and demo-
graphic characteristics, the next most important aspect of vulnerability to engaging
in insider threat is experiencing recent life stressors. Research on previous cases of in-
sider threat, in particular espionage, reveal individuals experiencing both professional
and personal life stressors including “moral qualms” with their organization, financial
difficulties, problems at home, and interpersonal issues at work. Reality Winner, for
example, a former NSA contractor who leaked classified material to the online publica-
tion The Intercept, revealed moral qualms she was having both during her time in the
Air Force and then at the NSA. In her home life, Winner experienced a major personal
stressor right before leaking, losing her father with whom she had a close (but compli-
cated) relationship (Stack 2022).

Audience segments are available to capture these varying personal and professional
stressors including recent death, terminal diagnoses, those newly divorced, separated,
married, or single, and those who feel disconnected from their work environment.

Adyoulikesa_bereavement
Consumer > Healthcare > Healthcare - Terminal lliness & Counseling

Branded Data > Media Source > Demographic > Family Composition
> Marital Status > Recent Divorce (BlueKai)

Branded Data > Experian > Life Event > Recently Married
> Last 3 Months (BlueKai)

Predictive Audience > Eyeota > Demo > US - Life Events
- Expectant Mothers / Pregnancy

Skydeo > ConditionGraph > Health & Wellness > Job Satisfaction
> Low Job Satisfaction

Motivations

In addition to who may be most vulnerable to engaging in insider threat actions, the
commercially available data allows one to understand why these individuals would be
willing to turn against their organizations. That is, audience segments are available for
each of the three key categories of insider threat motivation: economic, ideological,
and disgruntlement/revenge. These categories are not mutually exclusive; econom-
ic motivations, for instance, are often present but not the sole motivating factor for
individuals who work against their organization (Allen et al. 2023, 22). Through the
available data, however, one can ascertain which individuals may be motivated due to
financial, ideological, or revenge-seeking needs.
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Financials

Individuals with financial motivations to engage in insider threat can be ascer-
tained through audience segments containing individuals with large loans, signifi-
cant debt, gambling habits, and bankruptcies. Perhaps even more relevant are those
with recent financial changes which includes individuals who saw their disposable
income decrease by over 75% in the last 5 years. Although it is not clear how much
these individuals still have, the perceived relative deprivation could be a major finan-
cial motivator. Essentially, a malign actor could target individuals involved in military
or government work who hold large debts, are gambling addicts, or are seeking im-
mediate loans and offer a way out of their financial struggles.

Ideological

A second category of motivation to engage in insider threat is related to ideologi-
cal beliefs. Within the commercial data there are audience segments that target indi-
viduals on both sides of contentious issues including: abortion (pro-life/pro-choice),
support for gun control vs support for the 24 amendment, immigration issues, views
on the LGBTQ+ community, and others. These ideological buckets serve the dual
purpose of identifying individuals with an ideological motive for “revenge” against
an organization as well as formulating potential targets lists. Audience segments
also capture those who support conspiratorial and anti-government views and indi-
viduals’ overall political alignment.

Targeting individuals who consume conspiratorial media or those who self-identify
as doomsday preppers and “patriots seeking security” — all available audience seg-
ments — would be especially useful in the case of insider threat within the military
or government. In addition, targeting individuals by support for (or rejection of) pol-
iticians like former President Trump could identify those with military/government
related ideological grievance.

In sum, ideological audience segments can be utilized to identify individuals who
may be anti-government (e.g., self-designated “patriots” or those who don’t trust insti-
tutions), those who have moral qualms with the organization (e.g., with actions being
taken by the military) or misalignment on political issues such as trans rights. Of note,
potential moral qualms shift over time; when Trump was in office “Trump Resistors”
may have experienced moral qualms, while self-described “patriots” may feel mis-
aligned under Biden.
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Work Resentment

A third key motivator for engaging in insider threat is disgruntlement/desire for re-
venge against one’s organization. This could be due to a problematic individual/orga-
nization relationship, available through audience segments such as low job satisfac-
tion or disengagement from work. Although Teixeira showed warning signs before and
after his entry into the Air National Guard, it was after being disciplined for looking at
classified materials that colleagues noted a marked change in his personality. They re-
ported Teixeira seemed like a “completely different person” after being “admonished”
and worried that he would “do something drastic” (Lamothe and Harris 2023). Of
note, fears at the time were that Teixeira would become an active shooter not a mass
leaker; however, this emphasizes the inter-connected nature of various kinds of insider
threat perpetration.

In terms of military members specifically, ideological views that lead to a “moral
qualm” with the government or military are especially relevant. These could include
views on hot button issues such as transgender individuals in the military, the role of
the military in certain conflicts, or the very legitimacy of the U.S. government as dis-
cussed above.
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Conclusion

This paper has demonstrated that commmercially available data contains proxy vari-
ables which can identify individuals’ insider access as well as whether they contain the
predispositions and motivations for engaging in actions against their organization.
For a small sum of money, external actors can purchase this dataset, allowing them to
target thousands of potential insider threats. While not all individuals in the dataset
will be potential threats, this data presents a low cost, low risk and potentially high
reward endeavor by nefarious actors; only one individual on a list of potentially hun-
dreds or thousands would need to “bite” to be worthwhile. Further, due to the low cost
of commercially available data, the kinds of actors able to engage in this effort are
broadened. Malicious state actors could purchase the data; however, nonstate actors,
and even individuals are able to as well.

Through an analysis of the literature on insider threat and/or a close examination of
the available information on previous perpetrators of espionage, mass leaking, and
treason, one may curate a list of military members with the common predispositions
and recent life stressors that make individuals vulnerable to engaging in insider threat.
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Further, once this list is crafted, malign actors could use the available commercial
data to understand what would motivate specific individuals to work against their
organization and how to best approach them. Essentially, the available commercial
data allows for the cultivation of a list potentially containing the next Chelsea Man-
ning or Reality Winner, compiling all individuals possessing the characteristics com-
mon to mass leakers who also have classified access.

At the moment of this writing, all of the data collection and selling/sharing prac-
tices described above are legal® in the U.S. context.” This includes when the data is
being purchased by individuals who may (or may not) have nefarious intentions, U.S.
law enforcement officials,® the U.S. intelligence community, or foreign adversaries.
Further, with individual records on sale for mere pennies, this data is accessible to
nearly anyone with a credit card (Forbrukerrddet 2020, 43). Recently, however, leg-
islators have begun to fight back, pushing for new bills that would limit the ability
of data brokers to conduct unfettered trade in Americans’ personally identifiable
information.”®

In February of this year, the Biden administration issued an Executive Order calling
for the ban of data brokers’ ability to sell U.S. bulk sensitive data to “countries of con-
cern,”?® such as Iran, China, Russia, and North Korea (Biden 2024). These particular
transactions are especially concerning due to the potential for blackmail of Amer-
icans including U.S. servicemembers and government personnel (McKenna 2024).
The EO tasked the Department of Justice with constructing new regulations to pre-
vent the bulk transfer of this data to the aforementioned countries and to empower
other federal agencies with stopping the transfer of specific health and genomic
data (McKenna 2024; Brown, Chin-Rothmann, and Brock 2024).

These agencies are stepping up in earnest. In March of 2024 the House passed a
bill that would ban the sale of sensitive information to foreign adversaries (Feiner

16 While this may seem surprising due to existing laws such as HIPPA, it’s important to note that this (and other existing)
privacy legislation is entity based. That is, entities like hospitals cannot share an individual's health information, however
apps are under no such legal constraint (Forbrukerrddet 2020, 1)

17 It's worth noting that while this form of data collection and dissemination may be legal in the U.S,, in other markets it oper-
ates on a shakier foundation. Per a 2020 report by the Consumer Council of Norway, the authors found that much of the
data transmission was actually illegal per the General Data Protection Regulation (GDPR) (Forbrukerradet 2020, 6).

18 In the 2018 landmark court case Carpenter, the courts found that law enforcement needed to obtain a warrant in order
to access an individual’s persistent location data. However, there is a loop hole in the Fourth Amendment protection;
when individuals “give consent” to apps to access this data and it is bought and sold through data brokers, law enforce-
ment can then legally purchase the data circumventing the warrant requirement (Brennan, Coulthart, and Nussbaum
2023, 86). The proposed “Fourth Amendment is Not For Sale Act” would explicitly prohibit the sale of this data to the
U.S. government and require a court order to obtain GPS data (Chin-Rothmann 2023, 26).

19 At the federal level, multiple bills are being put forth with the aim of curbing data collection and sharing. Many of the
propositions would give U.S. citizens the same protections held under the European Union’s GDPR which includes the
right to view and change information held by brokers (Chin-Rothmann 2023, 25).

20 While discussions of banning particular apps, like TikTok due to its Chinese ownership, dominates the newsfeed, China
could just as easily access this information by purchasing it (and much more) from data brokers.
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2024) and the Consumer Financial Protection Bureau began debating new regulations
that would require data brokers to comply with Fair Credit Reporting Act. In essence,
treating them as “consumer reporting agencies” which would ban sharing of certain
kinds of data unless there was a “specific purpose outlined in the law” (Del Valle 2024).

Importantly, however, the executive order does not contain information on how
brokers must “aggregate, process, store, and share sensitive information” with U.S.
entities (Brown, Chin-Rothmann, and Brock 2024) nor does it prohibit the sharing/
selling of sensitive information to countries which are not designated as “concern-
ing”. This creates an opening for other individuals to buy and resell the information
to countries of concern or for these countries to acquire the data through other
means such as hacking or intercepting data transmissions. That is, as long as the
industry persists, so will the threat.”

In the months and years ahead, it will be essential to continue pushing for controls
on the collection and dissemination of Americans’ personal data. This demands both
a legislative and research response. On the legislative end, future bills must work to
curtail not only sales to “countries of concern” but the collection and dissemination
of this data more broadly. For as long as the industry persists, the data will be at risk
of falling into nefarious hands. On the research end, a robust research agenda must
be developed and enacted to understand the varying sources of this data, its accu-
racy, and how/when/by whom this data is being acquired and utilized.

On a final note, it’s worth mentioning that due to the nature of this data govern-
ment entities could purchase it as well in an effort to stem potential insider threats.
In fact, in many ways this data is more comprehensive than that which currently un-
derwrites efforts like continuous monitoring. Audience segments include the stress-
ors discussed above as well as comprehensive psychological profiles that tap into
individuals’ “online lives.” However, we argue that U.S. citizens - including service
members and their families - would be better served by developing policies to keep
this data from being collected, aggregated, and sold indiscriminately. The potential
for misuse outweighs positive outcomes.V

21 While the EO did set in motion some important legislative changes, McKenna (2024) argues that the order’s "larger
significance lies in its stated rationale for why the U.S. needs such an order to protect people’s sensitive data in the first
place.” That is, while the EO does not demand a large-scale recalibration of the data broker industry it serves the
integral role of informing the public about the “staggering” amount of data that is currently up for sale.
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Table 3. Insider Threat Framework with (selected) Proxy Variables from Commercial Data

Sub-Category | Exemplar Variables | Exemplar Variables

Predispositions  Personality

Psychosocial
Traits

Demographics

Stressors Family

Work

Motivations Financial

Dark Triad

Big 5

Other Traits of Interest

Substance Abuse

Mental Health

Gun Ownership

Marriage/Divorce

Pregnancy
Terminal Illness

Recent Death

Frequent Moving

Low Job Satisfaction

Moral Qualm with
organization
Loans

Debt

Bankruptcy

Financial Changes

Gambling

*Eyeota - FI NDR - Insight360 - Values360 - 2 Self-
centered and passive

¢ VisualDNA Mobile & %pp > Personality > UK >
Agreeableness > Self Focused

¢ VisualDNA Personality - US - Agreeableness - Lone
Wolves

¢ VisualDNA Personality - US - Neuroticism - Trapped

¢ VisualDNA Personality - US - Conscientiousness -
Spontaneous Coasters

e Eyeota - US Experian - Psychographic / Attitudes - Self
oncept - Dominating / Authoritarian

* VisualDNA Personality - Personality - Agreeableness -
Control Seekers

* VisualDNA Personality - US - Neuroticism - Stress
Reactors

e Eyeota - US Experian - Psychographic / Attitudes -
Personal Views - Social Isolation

*Eyeota - AU RDA Research - Consumer Profiles - Demo -
eneral Attitudes - I generally get a raw deal out of life

 Branded Data > Connexi%z > CNX Lifestyle > The
Adrenaline Junkie (BlueKai)

e Skydeo > ConditionGraph > Health & Wellness > Lifestyle
Indicators > Alcohol: Drink & Drive

e Kantar > US > Custom > Use Any Rx Treatment for
Depression

e Eyeota - US Kantar - Health and Wellness - Conditions
and Treatments - Post Traumatic Stress Disorder or Ptsd

* Neustar AdAdvisor > AdAdvisor Political Audiences >
Outlook > Gun Owners

e Branded Data > Media Source > Demographic > Famil
Composition > Marital Status > Recent Divorce (BlueKai)

e Branded Data > Experian > Life Event > Recently Married
> Last 3 Months (BlueKai)

e Predictive Audience > Eyeota > Demo > US - Life Events
- Expectant Mothers / Pregnancy

e Consumer > Healthcare > Healthcare - Terminal Illness
& Counseling

* Adyoulikesa_bereavement

eEyeota - DE Schober - Living Environment - Moving
Frequency - High Fluctuation

e Skydeo > ConditionGraph > Health & Wellness > Job
Satisfaction > Low Job Satisfaction

e Branded Data > Gravy Analytics > In-Market > In-Market
Payday Loans (BlueKai)

« Zipline Estimated Household Debt Level $75,000 +

* Companies In-Market for Goods & Services > Financial
Services - Bankruptcy & Insolvency (Adstra)

e Powerlytics Stirista Fusion > Income Changes > Disposable
Income 5 Year Percent Change > Disposable Income
Decrease 75+% in the Last 5 Years

* Clickagy > Health > Addictions > Gambling
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Table 3. Insider Threat Framework with (selected) Proxy Variables from Commercial Data (Cont’n)

Sub-Category | Exemplar Variables | Exemplar Variables

Motivations Ideological Immigration e Infogroup > B2C > Politics > Issues > Immigration > Mexican
Border Wall > Supporters - Co-op Sourced
LGBTQO+ * Social Profiles by Type > Lesbian/Gay/Bisexual/Transgender

(LGBT) Supporters (Adstra)
e Infogroup > B2C > Politics > Issues > Social > Transgender
Bathroom Rights > Opponents - Co-op Sourced

Abortion e Infogroup > B2C > Politics > Issues > Social > Abortion Rights
> Pro Life Supporter - Co-op Sourced
e Infogroup > B2C > Politics > Issues > Social > Abortion Rights
> Pro Choice Supporter - Co-op Sourced

Guns * Social Profiles by Type > 2" Amendment Supporters (Adstra)
* Social Profiles by Type > Gun Control Supporters (Adstra)
e Infogroup > Consumer > US Politics > Issues & Advocacy >
Registered Gun Owner Concealed Permit

Conspiracy e Audiences by Oracle > Consumer Packaged Goods (CPG) >
Datalogix (DLX) Purchase-Based > BuyStyles > Non-GMO
(BlueKai)
e Consumer > Media > Right Wing Blogs - Conspiracy Theories
(Dstillery)
e Branded Data > Gravy Analytics > Lifestyle > Survivalist
Prepper Interest (BlueKai)

Trust in Institutions * Neustar AdAdvisor > Attitudes > > Uncomfortable trusting
(quia, bgnksy 8ovt, money to a Bank
ot i) «Fluent > TS Modeled > COVID 2021 > Not Planning to Get

Vaccine > Dont Trust Vaccines

e Infogroup > Consumer > US Politics > Media Consumption >
News Source-Most Trusted Source - FOX

e Infogroup > Consumer > US Politics > Media Consumption >
News Source-Most Trusted Source - MSNBC

* Nielsen Movies - Entertainment Behaviors - Trust Social
Media Posts from Friends/Family (NRG) (Exelate)

e Eyeota - FI NDR - Insight360 - Values360 - 4 Patriots seek-
ing security

1.2 Voter Data > Individual Demographics > Parties
Description > Patriot

Political Alignment e Branded Data > ALC > Aristotle Political Precision (US) >
Political Affiliation by Party > Conservative-Very Conservative
(BlueKai)
e Affluent Consumers by Political Affiliation > Democrat
(Adstra)
* Political Affiliations :: Trump Resistor :: (All)
« Political Affiliations :: Trump Supporter :: (All)

Disgruntlement/ Disengaged Worker ¢ VisualDNA > Personality > UK > Resourcefulness >
Revenge Disengaged Workers
Against

Overqualified Worker ¢ VisualDNA > Personality > US > Resourcefulness >

Dipgarizitn Overqualified Workers

Low Job Satisfaction * Skydeo > ConditionGraph > Health & Wellness > Job
Satisfaction > Low Job Satisfaction

Ideological * See ideology section and political alignment
Misalignment with

Organization (e.g.

moral qualm)
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